Chapter 2. Security and Emergency Response as Capacity Development

Section 1:  Asset Management and Its Relationship with Security and Emergency Response

Asset Management is a systematic process of managing the infrastructure assets necessary to ensure ongoing, cost-effective delivery of services to customers.  Through effective asset management, water and wastewater systems can save money, secure funding, and protect their assets while still providing quality service to their customers. Asset management differs from standard system operation practices in a fundamental way. Standard practice focuses on minimizing costs to the system. Asset management focuses on maximizing value to the ratepayers.  In addition, asset management focuses on being proactive rather than reactive.  Asset management planning requires systems to reduce the risk of system and service failure by incorporating regular maintenance, renewal, and replacement of assets into their plans.  

Asset management directly benefits the public by ensuring that crucial assets are 

replaced or repaired at the most effective time.  Successfully implemented asset 

management programs will benefit small systems and, more importantly, will 

protect public health and the environment.  (A Guide to Asset Management for Small Water Systems.  National Environmental Services Center.  August 2005.) 
Taking stock of water or wastewater system assets can be conducted simultaneously with examining which parts of the system have the potential to fail or be compromised.  Table 2.1 demonstrates the similarities between the vulnerability assessment and asset management processes.

Table 2.1  The Vulnerability Assessment and Asset Management Processes

	Vulnerability Assessment Process
	Asset Management Process

	1. Inventory critical system components.

2. Identify vulnerabilities.

3. Identify actions to address vulner-
abilities.

4. Prioritize actions.

from Security Vulnerability Self-Assessment Guide for Small Drinking Water Systems (ASDWA/NRWA)  
	1. Take inventory.

2. Prioritize assets.

3. Develop an asset management plan.

4. Implement the plan.

5. Review and revise the plan.

from Asset Management: A Handbook for Small Water Systems, EPA 816-R-03-016


Section 2:  Security and Emergency Response Planning as Elements of System Capacity

Fortifying system weaknesses and being prepared for emergencies are practices that demonstrate strong managerial, technical, and even financial capacity of a system.  The sanitary survey of a drinking water system is a regulatory-driven inspection of all components of the facility, including source.  The task of assessing a drinking water system’s components is very similar to assessing its vulnerabilities, as demonstrated in Table 2.2.  Therefore, it’s feasible to incorporate periodic reviews of a system’s weaknesses with ongoing operation and maintenance responsibilities.  This is an example of how risk reduction and emergency response strategies can be integrated into standard procedures at a facility.

Table 2.2  Sanitary Surveys & Vulnerability Assessments: A Comparison
	The EPA/State Joint Guidance on Sanitary Surveys (December 1995) outlines eight elements as integral components of a sanitary survey. They are:
	The 2002 Bioterrorism Act requires the Vulnerability Assessment to include a review of:

	1. Water source

2. Treatment

3. Distribution

4. Finished water storage

5. Pumps, pump facilities, and controls

6. Monitoring, reporting, and data verification

7. Water system management and operations

8. Operator compliance with State requirements


	1. Pipes and constructed conveyances

2. Physical barriers

3. Water collection, pre-treatment, treatment, storage, and distribution facilities

4. Electronic, computer, or other automated systems that are utilized by the public water system

5. The use, storage, or handling of various chemicals

6. The operation and maintenance of that system




Section 3:  Emergency Response Plans: Addressing Weaknesses to Protect Public Health

Once the weaknesses of a water or wastewater system have been identified through the vulnerability assessment, a systematic approach must be undertaken to reduce the risks those weaknesses may pose.  To prioritize actions, system managers and operators must understand the relative risks to public health of the vulnerabilities identified.  In prioritizing corrective measures, it’s crucial to remember that many security-enhancing measures do not have to cost a lot of money.  For example, if not already in place, the water plant should implement a new policy whereby employees return keys at the end of their employment.  Chemicals and gases should be locked and secured, and fences repaired.

The core elements of an emergency response plan* define areas for protective measures.     Those elements are:

1. System-Specific Information

2. Roles and Responsibilities

3. Communication Procedures

4. Personnel Safety

5. Identification of Alternate Water Sources

6. Replacement Equipment and Chemical Supplies

7. Property Protection

8. Water Sampling and Monitoring

System-specific information includes assessments such as the sanitary survey and Standard Operating Procedures.  Where are the system’s manuals?  Are they used?

A definition of roles and responsibilities includes setting a hierarchy of decision-makers.  In the event of an emergency, who should make the decisions?

Communication procedures must be established.  Who are the first responders and how can they be contacted?  The list of first responders must be checked periodically and updated with new names and contact information.  Communication protocol must also be set for public notification.  Who will speak to the media, if required?  Finally, a process must be understood for communicating any mitigation that’s required.

Personnel safety encompasses protective equipment, evacuation plans, and communication channels with emergency personnel.  Drills are useful for assuring that staff can use protective equipment properly.  Evacuation plans should be established for both plant staff and community members.  Does the water system have adequate funds to purchase protective equipment?

Identification of alternate water sources requires estimation of needed quantities, agreements with neighboring systems, and/or funds to purchase bottled water if necessary.

Availability of replacement equipment and chemical supplies requires agreement of the relative priority of supplies, equipment, and spare parts.  Funds must be made available to have sufficient replacements on hand.  Periodic inspections should be made of replacements and shelf life of chemicals.

Property protection actions need to link the nature of the threat with the nature of protective response.  Training might include “if-then scenarios.”

Water sampling and monitoring require water sampling skills and water sampling supplies and equipment.  Staff responsible for sampling and monitoring must know the locations of approved analytical laboratories, and must be in communication with those laboratories.

The ERP instructions and templates contained in this Toolbox address each of these categories.

* from EPA’s Emergency Response Plan Guidance for Small and Medium Community Water Systems
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